Hands-on Lab




Using the Hardware Lab Kit for Driver Testing









Abstract: The Hardware Lab Kit (HLK) provides test collateral to validate and assess the ship readiness of your drivers and an infrastructure designed to meet the at-scale needs of a lab environment.  
This self-paced session will provide a hands-on experience for testing a driver with the HLK on both Desktop and Mobile platforms, giving you the tools to be successful when you test your products.
Prerequisites: This lab is an introductory overview. The lab assumes a basic working knowledge of Windows drivers. No prior knowledge of the Hardware Lab Kit is required.
Install and configure: You will need the following:
· A desktop computer (host) running Windows Server 2012 R2
· An Ethernet Switch or Hub 
· Two (2) Ethernet cables
· Two (2) Windows Phone devices running a Windows Phone 10 Test Image
· Two(2) MicroUSB cables 
· One (1) desktop computer running Windows 10 (TP2) with CD or DVD drive
· One CD with media (not blank)
· This lab, available from a proctor on a USB device
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[bookmark: _Toc414235471]Lab Objective
This self-paced lab session provides instruction for testing drivers with the Hardware Lab Kit (HLK).  Participants will learn how to setup an HLK environment, select and execute tests, and debug test failures using the HLK Studio User Interface.  The lab is designed to showcase testing drivers on both mobile and desktop platforms.  Topics include the following:
· How to set up an HLK environment
· Testing with the HLK
· Choosing the right tests
· Distributed testing
· Testing for qualification for the Windows Hardware Compatibility Program
· Viewing testing results
· Debugging test failures
· Creating a submission package for the Windows Hardware Compatibility Program
[bookmark: _GoBack]Note:  This lab covers HLK testing of desktop and phone platform.  The Windows HLK Technical Preview, available shortly after WinHEC will NOT support phone testing.
[bookmark: _Toc414235472]Lab Setup
An HLK test environment requires a minimum of two machines: a Test Server and a Test Machine.  The Test Server must be a machine capable of running Windows Server 2008 R2 or higher.  The Test Machine must meet the minimum system requirements for the targeted OS.
[bookmark: _Toc414235473]Test Server System Requirements
	Component
	Minimum
	Optimum

	Processor
	Single Intel or AMD-based x64 platform with a speed of 2.0 GHz
	Multi-core or multiple x64-based processors running in x64 mode with a speed of 2.0 GHz or faster

	System Memory
	2 GB main memory
	4 GB main memory

	Hard Disk Capacity
	300 GB minimum
	RAID configuration

	Network Connection
	100 megabits per second (Mbps)
	1 gigabit per second (Gbps)

	Operating System
	Windows Server 2008 R2 64-bit with service pack (SP1), Windows Server 2012, Windows Server 2012 R2
	



[bookmark: _Toc414235474]Physical Connections
Typically, one or more Test Machines of a single platform (desktop, sever, or mobile) are connected to the Test Server. Desktop test machines must be connected over the network.  The HLK supports both Domain-joined and Workgroup environments.  In the lab, you will be using a Workgroup environment.
Mobile test machines may be connected using one of two supported physical connections.  For small scale testing of 1-2 machines, a direct USB connection to the Test Server is recommended.  To reduce cross-talk, Test systems should be connected to separate USB Host Controllers on the Test Server.  The second supported physical connection is Aries, a USB-to-Ethernet dongle.  More information about Aries and how to use it to enable scale testing can be found in Appendix A.
[bookmark: _Toc414235475]Onsite Lab Setup
The lab today is designed to showcase both mobile and desktop testing so both platforms are connected to the test server.


[bookmark: _Toc414235476]Exercise 0: The HLK Controller (Done in advance)
In this exercise you will review how to set up an HLK Controller on the Test Server.  Due to time constraints, this step has already been completed for you. 
[bookmark: _Toc414235477]Concepts
The HLK Controller is comprised of two components, the HLK Controller and HLK Studio.  The HLK Controller is the software engine that manages tests that are run on the test machines.  The HLK Studio is the management UI tool that lets you select and run tests against the test machines connect to the server.
[bookmark: _Toc414235478]Installation
The following steps were followed to set up the Test Server
1. Download the Windows 10 Hardware Lab Kit Technical Preview from the MSDN Windows Dev Center Windows 10 page (https://msdn.microsoft.com/en-US/windows/hardware/dn859155)
2. From the download location, click Download > Now.
3. When prompted, select Run.
4. When the Specify Location screen appears, select the option to Install the Windows HLK to this computer, and then click Install.
5. Select Controller + Studio option and select Yes, to open port.
6. When the Join the Customer Experience Improvement Program (CEIP) screen appears, click Yes or No, and then click Next.   For this lab, Yes was selected.
7. Review the License Agreement, and then click Accept to proceed.
8. Installation takes about 45 minutes.
The full instruction set for installing the HLK Controller is available in Appendix B and on MSDN.
[bookmark: _Toc414235479]Exercise 1: Desktop Test System Setup
In this exercise, you will learn how to add desktop test systems to the HLK environment.  Setup for desktop systems involves installing the HLK Client.  The HLK Client is responsible for communication between the desktop test system and the HLK Controller, and for executing tests.  
1. On the desktop test system, browse to the following location:
· \\HLKTestServer\HLKInstall\Client\setup.cmd
i. Note that ‘HLKTestServer’ should be replaced with the name of your test server.
ii. You will be prompted for credentials to access the machine:
1. Username: HLKTestServer\LocalAdminUser
2. Password: testmachine1234!
2. The Hardware Lab Kit Client Setup wizard appears.  To start the wizard, click Next.
3. On the Internet Connection Firewall Agreement page, select Yes I will allow a port to be opened, and then click Next.
4. When the Ready to Install page appears, select Install.
5. Click Finish.
6. When the installation completes, confirm its success by clicking Start > Control Panel > Uninstall a program. Confirm that Windows Hardware Lab Kit Client appears in the program list.
7. On the Test Server, launch HLK Studio.
8. Click Configuration and verify that the test client appears in the Machines list
· Test Client Machine Name: DESKTOP-CLIENT
[bookmark: _Toc414235480]Section 1: Create a Machine Pool
In this exercise, you will create a Machine Pool for the desktop client.  By separating out the client form factors into Machine Pools, this makes it easy to choose the right resources when you begin testing.  
1. Open HLK Studio by searching for it in the start bar.  The Projects tab is the default landing page when launching the Studio. You’ll learn more about this tab in Exercise 4.
2. Click on the Configuration button in the top right corner of the screen.  This will take you to the machine management page which will allow you to organize your test systems.  When you install the HLK Client on each test system, the machines are automatically added to the kit.  Notice that the DESKTOP-CLIENT machine is now listed in the Default Pool.
3. To create a top-level machine pool, first select the $(Root) node.
4. Click the Create Machine Pool button; name this new pool Desktop. 
Now you will move the desktop test system to the Desktop pool created and make the machine available for testing:
1. Select the $(Root) node.
2. Drag the Desktop machine (DESKTOP-CLIENT) into the Desktop pool.  
3. Click on the Desktop machine pool node and verify the Desktop machine is listed.
4. Right click on DESKTOP-CLIENT and click Change Machine Status, choose Ready.  
Note: The Status column should show the machine as Ready after several seconds.  If this does not occur, try selecting the Default Pool and then selecting the Desktop pool again.
[bookmark: _Toc414235481]Exercise 2: Mobile Test System Setup
In this exercise, you will learn how to add mobile test systems to the HLK environment.  This process differs from the Desktop system setup.  A separate client, the HLK Proxy Client, is used for testing mobile devices with the HLK.  To reduce the impact of the test infrastructure on the device’s resources, the Proxy Client runs from a separate machine and handles all communication with the HLK Server, sending execution commands down to the test systems as needed.  
In this lab, the Proxy Client will be installed on the Test Server.  For larger–scale testing, it is recommended to set up a dedicated Proxy Client Machine.  Details of this setup are covered in Appendix A.
Note:  The Windows 10 Hardware Lab Kit Technical Preview does NOT support mobile test clients. 
[bookmark: _Toc414235482]Section 1: Setup the Proxy Client
1. On the Test Server, browse to the following location:
· \\HLKTestServer\HLKInstall\ProxyClient\ 
i. Note that ‘HLKTestServer’ should be replaced with the name of your test server.
2. Run setup.exe
3. The Windows WTT Proxy Setup wizard appears.  To start the wizard, Click Next.
4. Click Next on the Destination Folder page.
5. Click Next on the Test Enterprise Information page.
6. Select Install as a Console application on the Service Installation Type page.
7. When the Ready to Install page appears, select Install. Launch an elevated command prompt by search for cmd.exe in the start menu, right clicking and selecting Run as an Administrator
8. Use the following command to navigate to the HLK Mobile Client folder:
cd %ProgramFiles(x86)%\WTTMobile\Client\
9. Run the following command to start the Proxy Client Service:
WTTProxy.exe –console
[bookmark: _Toc414235483]Section 2: Mobile System Registration
Next, mobile test systems must be registered with the HLK.  During desktop setup, registration occurs as part of the HLK Desktop Client installation.  For mobile, there is no client running on the test system, so they must be manually registered.  To register a device for the first time, you will need to have a Test image that the HLK can use to flash the device.  An image has been provided for today’s lab in the C:\Image\ folder directory on the Test Server.  
1. Create a new machine pool for the mobile test systems
i. In the Configuration page in HLK Studio, select the $(Root) node
ii. Click the Create Machine Pool button; name this new pool Phone.
2. Launch EthUSB.exe from the Desktop to open a connection to the devices.
3. Copy the command below and paste it into a text editor such as notepad or wordpad
KitsDeviceDetector.exe /machinepool:$\Phone /Physical:Fake_PC.dll /DeviceName:<DeviceName> /DeviceId:<DeviceUniqueSerial-GUID> /DeviceMacAddress:<DeviceMacAddress> /ImagePath:C:\Image\flash_lab.ffu
4. Get the DeviceGUID,  MAC address, and device name for the connected devices:
i. Connect one of the phones to the HLK Controller
ii. Check the EthUSB window opened in step 2, record the MAC address associated with the latest timestamp.
iii. Reset the phone into Flash Mode by pressing and holding the Power and Volume Down buttons for 10 seconds until the phone vibrates.
iv. Launch a new elevated command prompt
v. Use the following command to navigate to the HLK Mobile Tools folder:
cd %ProgramFiles(x86)%\WTTMobile\Tools\
vi. Run the following command to get the DeviceGUID
ffutool.exe –list
vii. Record the DeviceGUID, it will be in the format 00000000-0000-0000-0000-000000000000
viii. Run the following command to boot the phone into the Main OS
ffutool.exe –skip
ix. Disconnect the attached phone, and connect the second phone.  Repeat ii-viii with the second phone.
x. Connect all phones and proceed to step 5.
5. Replace <DeviceName>, <DeviceUniqueSerial-GUID>, and <DeviceMacAddress> with the name, DeviceGUID, and MAC address of the phones at your workstation.
i. The DeviceName will be the letters MC- followed by the mac address of the phone.  Example: MC-12345678abdc
6. Select the elevated command prompt from Step 4.iv, ensure that the active directory is:
C:\Program Files (x86)\WTTMobile\Tools\
7. Copy the command line created in step 4 for the first phone.
8. Right click in the command prompt opened in step 6, Select Paste
9. Hit the Enter key to run the command.
10. Once completed, repeat steps 7-9 with the command line created for the second phone
11. Select the console window running WTTProxy.exe.  Restart the process by pressing CTRL+C, then running the following command:
WTTProxy.exe –console
Now check to ensure both phone systems were on boarded successfully:
1. Click on the Phone machine pool node and verify that both phones are listed.
2. If the phone status is listed as Initializing there may be a refresh issue with the UI.  You can verify that the machines are ready for testing by launch HLK Manager and selecting My Machines…  The status of both phones should be Ready.
Note:  A known bug in the HLK may put one or both of the phones into the Debug state.  If this occurs, redo steps 7-9 for each phone in Debug and then redo Step 11.
[bookmark: _Toc414235484]Section 3: Enable Distributed Testing
By default, the HLK tries to enable distributed testing by combining similar selected targets.  When the target is first selected, the UI will do a pre-scan of all targets to see if there are similar targets that can be combined into a distributed testing group, or Target Family.  Enabling Distributed Testing allows most tests to be run in parallel on any of the machines in the Target Family, increasing the efficiency of your testing.
To enable Distributed testing, select Options from the left-pane of the Configuration window, and then check the box in the Distributed Testing section.
[bookmark: _Toc414235485]Exercise 3: Create a Project
In this exercise, you will learn about HLK projects.  Projects define what you want to test.  For example, one project could be created for each iteration of the driver targeted for testing.  Another common example is a project that will be submitted for Compatibility Program qualification.  In this lab, you will create two projects: one for testing the desktop client for Compatibility submission, and one for testing the Accelerometer driver on the phones.
To create the Compatibility project, follow these steps:
1. On the Project tab, click Create project.
2. Replace the default project name with “Desktop WHCP”.  As a best practice, a Project name should indicate its contents.
3. Press Enter to create the project.
When the project name appears on the page, the project is created.
The right-pane displays project details. Meaningful information appears once you start testing your device. As you create multiple projects, you can load different projects to check the status.
Follow the steps above to create a second project for the phone testing.  Name this project Phone Accelerometer.
There will now be two projects listed on the Project tab, Desktop WHCP Project and Phone Accelerometer.  Double-click Desktop WHCP to load the project in preparation for Exercise 4.
[bookmark: _Toc414235486]Exercise 4: Select Targets to Test
A target is a specific testable endpoint.  It may be a hardware component or a whole system.  In this exercise, you will learn about the different target views and how to select the correct targets for testing.  
With the Desktop WHCP Project selected, click the Selection tab.  In this tab, you can filter what you want to test using the following views:
· Systems. To test a complete client or server computer.
· Devices and printers. To test an external device that's connected to a test computer. This device typically appears in Start > Devices and Printers on the test computer.
· Device manager. To test a component of a test computer or external device, for example, a network card. This is the most detailed view.
· Software devices. To test filter drivers, firewalls, and antivirus software that's installed on the test computer.
In this exercise, we will test the ACPI Driver.  To select the target, follow these steps:
1. From the machine pool list (upper left drop-down list), select the $\Desktop pool you created in exercise 1.
2. From the left-pane, select the device manager view. A list of available targets is displayed in the center detailed view.  
3. Check the box to show Inbox drivers.
4. From the center detailed view, check the box next to the Microsoft ACPI-Compliant System.
When a target is selected, the HLK will automatically detect the features exposed by the target and add all tests that are relevant to those features to the project’s test lists.  Click on the Tests tab, and notice that tests have been automatically added to the project.
Now click on the Project tab.  Notice that the project details in the right-pane now show the target and OS that we selected.  Double-click on the “Phone Accelerometer” project to load the phone project.  In this project, you will be testing the Accelerometer, using two phones to distribute the test load.
1. Click the Selection tab.  From the machine pool list, select the Phones pool you created in exercise 2.
2. From the left-pane, select the device manager view.  A list of available targets is displayed in the center detailed view.  Notice that duplicate entries are listed, one per test device.
3. From the center detailed view, select the check box next to either Qualcomm Sensor Collection entry.  The Accelerometer is one of the sensors in this collect.
The kit will automatically search for similar targets, in this case finding the same Sensor Collection on the second phone.  The Distributed Target Selection dialog will appear.
4. Select both Qualcomm Sensor Collection targets, and click Ok.
The HLK has grouped the two Sensor Collections together in a Target Family (distributed testing group).  This will allow for single instances of tests to be run across multiple targets instead of once on each machine, effectively parallelizing testing efforts.  The following are limitations of distributed testing:
· Test must support multi-device scheduling.  This is indicated by the multi-device symbol ([image: Multi-Device Icon] )
· Tests are identical but are associated with different targets on the same test device. You cannot consolidate different tests.
· Only one log file is generated for each group of tests. The log file contains the results for all targets under test.
· When one instance of the test fails against a single device node, all instances report failure. To troubleshoot specific device node test failures, it may be necessary to either run tests one at a time, or disable multi-device testing to identify the root cause of the failure.
[bookmark: _Toc414235487]Exercise 5: Create and Apply Playlists
Playlists provide a means to express and share meaningful sets of test content.  Playlists work in conjunction with Feature Detection.  When a playlist is loaded into the HLK, tests that are not applicable to the target are ignored.  
Note: You can include ignored tests, overriding Playlist load options, if a device is in early development and features cannot be reliably detected.  This advanced option is not necessary for most cases.
[image: cid:image001.png@01D04D07.C0C76FF0]
In this exercise you will learn how to create and apply playlists to align a project test list to the scenario you are testing.
[bookmark: _Toc414235488]Section 1: Create a Custom Playlist
With the Phone Accelerometer Project still open, click the Tests tab.  Select the following tests by checking the box associated with each test:
· Accelerometer Data Field Properties Verification Test
· Accelerometer Sensor Basic Validation Tests
· Accelerometer Sensor Stress Tests
· DF – PNP (disable and enable) with IO Before and After (Bring Up)
· DF – PNP Surprise Remove Device Test (Development and Integration)
· DF – PNP DIF Remove Device Test (Development and Integration)
With the tests selected, click Save Select as Playlist.  Click Browse, and navigate to the Desktop.  Give the playlist name and click Save.  Next, load the playlist into the project:
1. On the Test tab, select Load Playlist.
2. Click Browse, and navigate to the Desktop
3. Select the playlist you just created, and click Load.
4. Select Yes in the warning windows to remove the tests that are not specified in the Playlist.
[bookmark: _Toc414235489]Section 2: Compatibility Playlist
Playlists are used to create a submission package for the Compatibility Program.  The Compatibility Playlist contains the full list of tests that are required by the program.  When the playlist is loaded, the tests not applicable to the target(s) in the project.
[image: ]
The Hardware Compatibility Playlist can be downloaded from the SysDev Portal on MSDN (sysdev.microsoft.com).  For this lab, the playlist has been placed on the Desktop under the WHCP folder.  To load this playlist into the Desktop project, follow these steps:
1. On the Project tab, double-click the Desktop WHCP Project to load it.
2. On the Test tab, select Load Playlist.
3. Click Browse, and navigate to the ..\Desktop\WHCP folder.
4. Select CompatibilityPlaylistSample, and click Load.
You have now prepared the desktop project for submission for the Compatibility program.  Custom playlists can also be loaded using the same Load Playlist button.
[bookmark: _Toc414235490]Exercise 6: Best Practices for Selecting and Running Tests
In this exercise, you will learn best practices for running HLK tests.  You will learn how to view test documentation, the different types of tests in the HLK, and about scheduling single machine and multi-machine tests.
[bookmark: _Toc414235491]Section 1: Choose the right test content
At the highest level, tests are split into two categories: system and device tests.  When choosing a target, tests are automatically filtered based on if you selected a device level–driver, or if you are testing a system as a whole.  Within the System and Device tests, there are two distinct test types: Feature-specific tests and Fundamentals tests.  Feature-specific tests are present in a project only if the target(s) selected expose the necessary functionality.  Fundamentals tests are applicable to most targets and provide high level coverage to ensure proper driver authoring.  
Both sets of tests can be filtered based on which phase in the engineering cycle the test is most applicable to.  The phases are as follows:
· Bring Up.  Simple early functional tests focusing validating critical bring-up functionality. (Under 5 minutes)
· Development and Integration.  Traditional functional testing.  These tests ensure compliance with spec. (typically 5-20 minutes)
· Reliability.  Stress and stability testing.
· Tuning and Validation. Health, Power, and Performance testing.  Windows compliance specific tests.
· Manufacturing.  Quick tests design to validate basic functionality.
· Support.  Tests for post-release scenarios, such as OS upgrades.
Currently, the majority of the tests in the HLK fall into the first four categories.
[bookmark: _Toc414235492]Section 2: Single Machine Testing
With the Desktop WHCP project selected, click the Test tab.
1. Check the box next to each of the following tests:
a. DF – SimpleIO stress test with IO process termination (Reliability)
b. DF – PNP Surprise Remove Device Test (Development and Integration)
2. To run the selected tests, click Run Selected.
A progress bar appears.  A slight delay occurs when you run a test.  Before the first test is executed, the client machine is provisioned for testing.  This is a one-time event that will take 3-5 minutes.
As tests complete, the results of each one is displayed in the Status column. A green checkmark means that it passed; a red X means that it failed. The right pane displays project summary information, including target(s) selected, operating systems being tested, product types you qualify for, and status of all tests. 
3. Click OK on the parameters window.
4. Wait for both tests to complete.  DF – PNP Surprise Remove Device Test (Development and Integration) will pass, and DF – SimpleIO stress test with IO process termination (Reliability) will fail, if your results do not match this, speak with a proctor.
[bookmark: _Toc414235493]Section 3: Multi-Machine Testing
In this section, you will switch to the Phone Accelerometer Project and run some distributed tests.
1. Click the Project tab.  Double click the Phone Accelerometer Project to load.
2. Click the Test tab.
3. Click the View by dropdown and de-select Bring Up and Reliability to filter the test list.
4. Check the box next to each of the tests listed below:
a. Accelerometer Data Field Properties Verification Test
b. Accelerometer Sensor Basic Validation Tests
c. DF – PNP Surprise Remove Device Test (Development and Integration)
5. Click Run Selected.
6. Click OK on the parameters window.
7. Wait for all tests to complete.  All tests should pass, if not, speak with a proctor.
[bookmark: _Toc414235494]Exercise 7: Viewing Test Results and Log Files
In this exercise, you will learn how to troubleshoot a test failure.  The Results tab displays detailed information about each test.  As each test completes, the status column updates with the result – pass or fail.  Open the Desktop WHCP project, and click on the Results tab.
Let’s learn more about why the DF – SimpleIO stress test with IO process termination (Reliability) test failed.
1. From the list, select DF – SimpleIO stress test with IO process termination (Reliability).  The red X indicates that the test has failed.
2. Expand the DF – SimpleIO stress test with IO process termination (Reliability) node, expand the Run Test node.  This is the task where the failure occurred, as indicated by the red X.
3. Expand the Logs node.  A log is present. This means that the test did not fail due to a system crash, and it was not blocked due to an incorrect system setup.
4. Double click on the Te.wtl log to launch the HLK log viewer.
5. To quickly find the failure, press CTRL+F to search the log.  Enter error as the search term, and then click Next.
6. The error message indicates that no media is present in the optical media device, the test system was not configured properly.  The test runs simple IO checks on all testable endpoints and a disc with media on it is necessary to test the DVD drive on the system.  Insert the CD or DVD at your lab station into the optical drive of the HLK Test System.
7. Rerun the test by clicking on the Tests tab, selecting the DF – SimpleIO stress test with IO process termination (Reliability) test, and clicking Run Selected.
After inserting media into the optical drive, the DF – SimpleIO stress test with IO process termination (Reliability) test will pass.
Appendix C contains the full list of recommended troubleshooting steps.
[bookmark: _Toc414235495]Exercise 8: Creating Packages	
In this exercise, you will learn how to package test logs for debugging scenarios and how to create a Compatibility Program submission package for the Sysdev Portal.
[bookmark: _Toc414235496]Section 1: Partial Packages
In a debug scenario where a driver issue is uncovered, the test logs can be useful for the driver developer.  The best way to gather the test logs and information about the test environment is to use a Partial Package.  To create a Partial Package, follow these steps:
1. On the Results tab, expand the DF – SimpleIO stress test with IO process termination (Reliability) node.
2. Right click the failed result node and select Create Partial Package of Result.
3. Choose the Desktop as the package output location.
You have now created a partial package.  The Partial Package contains the failed test result and all associated logs.  Additionally the Partial Package saves the details of the project which the test came from.
[bookmark: _Toc414235497]Section 2: Submission Packages
Submissions Packages are primarily used for submitting test logs to the SysDev Portal for Compatibility Program qualification.  Submission packages save project information and all test results associated with the project.  Additionally, these packages support adding resources files (drivers and/or symbols) necessary to complete qualification.  You can also merge multiple packages, partial or full submission, into one single package.
To create a submission package:
1. Select the Project tab.
2. Double click the Desktop WHCP project to load it.
3. Select the Package tab.
4. Click Add Driver Folder > Browse to select a driver folder.  Select the Desktop\ACPI folder and then click OK.
5. In the Driver Properties dialog box, select the Windows v10.0 x64 Product and English Locales, and then click OK.
6. Click Create Package
7. From the Signing Options dialog, select Do not sign, and then click Ok. Save the package to the Desktop.
Note: All submissions must be digitally signed, and starting with Windows 10, all submissions require an EV (extended validation) code signing certificate.
· Use the certificate store to create a digitally signed package—the most common scenario. This option requires an X509 certificate—for example a VeriSign certificate— to be installed on the computer running Windows HLK Studio. From the Windows Security dialog box, select the appropriate code signing certificate.
· Use a certificate file to create a digitally signed package by using a portable security file. This option asks you for an X509 certificate file (.cer file).
More information on how to get an EV code signing certificate:
https://msdn.microsoft.com/en-us/library/windows/hardware/hh801887.aspx?f=255&MSPPError=-2147217396

[bookmark: _Toc414235498]Conclusion
In this lab, you have learned how to do the following:
· Setup an HLK test environment for both desktop and mobile targets
· Create a HLK Project, and choose the right Targets for testing
· Select appropriate HLK tests
· Use the Compatibility Playlist to load the tests required for the Compatibility Program.
· Run tests and triage test failures
· Create submission packages for inclusion in the Compatibility Program.
For more information on the HLK, driver development, and the Compatibility Program, visit the Hardware Developer Center on MSDN (https://msdn.microsoft.com/en-US/windows/hardware/).  Included on MSDN is a complete HLK Getting Started Guide and more in-depth information on the kit.



[bookmark: _Toc414235499]Appendix A. Mobile Testing Recommended Lab Setup
[bookmark: _Toc414235500]Supported Physical Connections
[bookmark: _Toc414235501]Direct USB
The device is connected via a USB cable, with the cable serving as the physical layer for establishing a virtualized IP connection (i.e., IP over USB). This enables devices without an Ethernet connection to present themselves to the controller as an IP endpoint.
The Direct USB connection tethering method has known reliability and manageability issues that prevent it from being used in a large scale-lab environment.  Flashing is supported over USB, but power cycling must be done manually.  Furthermore, standard USB ports provide power in addition to a data connection, making simulating lower-power or battery-only testing impossible.  Powered USB ports are also an issue for any tests with large power requirements as the test may drain the device's battery faster than it can be charged over USB.  
[bookmark: _Toc414235502]Aries
The device is connected to the IP network via a 1:1 Ethernet-to-USB dongle, with the USB side connecting directly to the device target. The Aries dongle enables test scenarios that would otherwise be difficult or impossible, such as re-flashing a device, simulating power loss, and simulating a hard reset.  Aries also allows for independently addressable devices that can reside anywhere on the network, without a need to always be attached to the same USB port on the same HLK controller.
· Aries V1 – Available Now
· 3.4” x 2.1” size, 1.4oz
· AM335x 1GHz ARM® Cortex-A8
· MicroSD Slot, 2GB 8-bit Embedded MMC, 512MB DDR3L 400MHz
· USB 2.0 Host and Client support
· Integrated 10/100 Ethernet
· Powered by 5V/4A external power source
· Provides basic power measurements, around ±5mA (un-calibrated)
· Main power is programmatically adjustable, 2.5v to 5VDC @ 3 Amps continuous duty
· Aux power is programmatically adjustable, 2.5v to 5VDC @ 1 Amps continuous duty
· Aries V2 – Coming Soon
· Aries V2 supports Phone and Tablets with a power draw of 3-20V at up to 10A and provides power sampling at 16 bits at 1k a second, ±1%.
[bookmark: _Toc414235503]Acquisition Details:
More details on Aries, including pricing and ordering information, are available at aries.msoon.com.
[bookmark: _Toc414235504]Supported Lab Topologies 
[bookmark: _Toc414235505]Small-Scale Testing
Small-Scale test infrastructures are labs testing 1-2 mobile devices per controller.  The limiting factor with this setup is the number of unique USB host controllers on the Test Server.
The following hardware is required per 2 devices under test on a single controller:
· Test Server (Required)
· Must meet minimum HLK Test Server specs (>2GHz x64 Processor, 4GB RAM, 300 GB Hard Drive, 100Mbps Network, Windows Server 2008 R2, 2012, 2012 R2, or Threshold)
· 2 separate USB Host Controllers
[bookmark: _Toc414235506]Setup
Testing 1-2 devices can be achieved over USB directly.  The limitation with this connection type is that power cycling is not available and accurate power testing cannot be done as USB ports are generally powered.  


[bookmark: _Toc414235507]Mid-Scale Testing
Mid-Scale test infrastructures are labs testing 1-24 mobile devices per controller.  The limiting hardware component in this setup is the proxy machine's hard drive I/O speed.
The following hardware is required per 24 devices under test on a single controller:
· Test Server (Required)
· Meet recommended HLK Test Server specs (>2GHz multi-core or multiple x64 Processors, 4GB RAM, 300 GB Hard Drive in RAID configuration, 100Gbps Network, Windows Server 2008 R2, 2012, 2012 R2, or Threshold)
· Support for up to 24 devices
· Network Switch, 10/100 minimum (Optional)
· 1 Aries dongle per device (Required)
[bookmark: _Toc414235508]Setup
Similar to the small-scale setup, the key difference in the mid-scale setup is that Aries is required for scale-out.


[bookmark: _Toc414235509]Large-Scale Testing
Large-Scale test infrastructures are labs testing 1-150 mobile devices per controller.  The limiting hardware component in this setup is the proxy machine's hard drive I/O speed.
 The following hardware is required per 150 devices under test on a single controller:
· Test Server (Required)
· Meet recommended HLK Test Server specs (>2GHz multi-core or multiple x64 Processors, 4GB RAM, 300 GB Hard Drive in RAID configuration, 100Gbps Network, Windows Server 2008 R2, 2012, 2012 R2, or Threshold)
· Support for up to 24 devices
· Proxy Machines (Required)
· 64-bit Windows 8 or higher OS
· Must meet minimum recommended specs for the installed OS, in addition to a 300 GB hard drive, 100Mbps Network
· 2 NICs
· Network Switches, 10/100 minimum (Required)
· 1 Aries dongle per device (Required)
[bookmark: _Toc414235510]Setup
To manage the volume of devices in this scenario and handle the bandwidth, multiple subnets are highly recommended.


[bookmark: _Toc414235511]Appendix B: Installing the HLK Controller
The test server you plan to install the HLK Controller software on should be preinstalled with Windows Server 2008 R2, Windows Server 2012, or Windows Server 2012 R2.  The setup program installs the Windows HLK Controller and Studio, in addition to other resources. 

To install the Windows HLK:
1. Download the HLK from the Windows Developer Center
2. From the download location, click Download > Now
3. When Prompted, select Run.
4. When the Specify Location screen appears, select appropriate option:
a. Install option – Select Install the Windows HLK to this computer, and then click Install.
b. Download option – Select Download Windows HLK for installation on a separate computer, and then click Next.
5. Select Controller + Studio option.  If you are installing directly, you must open a port on your server.  Select Yes to open the port.
6. When the Join the Customer Experience Improvement Program (CEIP) screen appears, select Yes or No, and then click Next.
7. Review the License Agreement, and then click Accept to proceed.
8. If you selected the install option, installation takes about 45 minutes. If Microsoft .NET Framework 4.5 isn't already installed on the computer, follow the prompts to install it. After the computer restarts, you must repeat the installation instructions from Step 1 for installing to this computer.

If you selected the download option, copy your download to your test server. Run HLKSetup.exe and repeat the installation instructions from Step 3 for installing to this computer.
















[bookmark: _Toc414235512]Appendix C: Troubleshooting test failures
1. Check for a test log
a. If logs are present, continue to step 2.  If no logs are present, there was either a setup issue or a system crash.  Read the documentation for the failed tests (select the test and press F1) to determine if the test system was set up correctly
2. Install the latest updates and filters
a. Test failures may be the result of a bad test.  Check the HLK Download page on MSDN for any updates.
b. Download and apply the latest HLK Filters from MSDN.  These will filter out known test issues that will be fixed in upcoming HLK releases. 
3. Make sure the test was run correctly.
a. Review help documentation (select the test and press F1) to determine that all special configuration steps were followed and all manual steps were followed correctly
4. Identify failure category
a. Using the table below, determine the failure category to identify useful logs.
	Failure category 
	Status icon 
	Identifiers 
	Description 

	Test failed because of test results 
	Failed
	Task Error, Task Log
Task Log
Task Error
	Task <> is Marked as Failed from the Log File 
Failed to determine Pass/Fail of the task <> Task will be marked as failed anyway. 
Cause : The Execute Task with <> Failed with ExitCode <Error Code> 

	System crashed 
	Failed
	Windows Event Log, Windows crash dump files
	A system event log entry and (if enabled), a crash dump file are created during a system crash. The Task Error message usually states: Task Cancelled Because of an Unexpected Reboot.

	Test crashed 
	Failed
	Windows Event Log, user-mode crash dump files
	When a user mode component crashes, an Application event log entry is created on the Windows HLK Client; if it is enabled, a user mode dump file is also created.

	Test was cancelled because it ran too long 
	Failed
	Task Execution Log
	This problem is indicated in the Task Execution Log.

	Client system is unresponsive 
	Running
	No indicators
	If the Windows HCK Client is not responding, tests can run indefinitely. 

	Test was ended by the user on the Windows HLK Client.
	Failed
	Task Error
	This kind of error does not usually produce a log file.



[bookmark: _Toc414235513]Test failed because of test results
Test result failures are the most common kind of failure. If you receive a test result failure, review the following information: 
· The Task Log file and Additional Files from the Results tab in Windows HLK Studio.
· The Troubleshooting section in the test reference topic. Select the test in Windows HLK Studio and then press F1.
[bookmark: _Toc414235514]Test fails with no failing task and Execution Logs are disabled
A known HLK client issue can cause a test to fail when there are no failing tasks, but one or more of the tasks is marked as cancelled. The test result should be checked for Execution Logs.
To check for execution logs
· In Windows HLK Studio, right click a task result from the failing test result.
· Use the Infrastructure menu item to view the types of logs.
· Check whether the Execution Logs option is disabled (greyed out).
If the Execution Logs are missing this failure is likely caused by the known issue. The work-around is to re-run the test, so that logs are copied back to the controller.
[bookmark: _Toc414235515]System crashed 
When Windows encounters a condition that compromises safe system operation, the system halts. This condition is commonly called a bug check, a system crash, a kernel error, a Stop error, or BSOD. A hardware device, its driver, or related software can cause this error. 
On the Windows HLK Studio Results tab, the Diagnostic Files option on the Job Context menu lets you browse all diagnostic files for any test. The system dump files are in this folder. If a system dump file exists for a test, then the system crashed during the test run. 
If the feature Crash Dump Copy Back settings is enabled in Windows HLK Studio (on the Configurations) tab, collect the kernel dump file. 
When Windows crashes, it writes an event to the Windows System Event Log. To start the Event Viewer and view the event, follow these steps:
1. On the Start screen, type Event Logs.
2. Under Settings, click View Event Log.
3. In the Event Log Viewer, select Windows Logs.
4. Select the specific log of interest. To troubleshoot most user-mode failures, including problems with Windows HCK tests, select Application Log. For kernel-mode issues, select System Log.
5. In the Windows System Event Log file, look for an event that is similar to the following:
[bookmark: CodeSnippetCopyLink]Level = Critical
Source = Kernel-Power 
Event ID 41 
Description:
The system has rebooted without cleanly shutting down first. This error could be caused if the system stopped responding, crashed, or lost power unexpectedly.
After you have determined that the system crashed during a test run, you must debug the crash by using the crash dump file and the Windows debugger. For information on how to analyze crash dump files and Windows debugging tools, see Additional troubleshooting resources.
You must determine whether the crash is caused by the driver that you are trying to certify or whether it is a Windows problem. You can identify this by using the Windows debugger !analyze extension. In the kernel debugger, use the !analyze –v command to review data on the failing component. 
[bookmark: _Toc414235516]Test crashed
Tests in this category show up as test failures that have no Task Logs files. Start the Windows Event Viewer on the client computer. (To start Windows Event Viewer, on the Start screen, type Event Logs and then select View Event Log under Settings.) In the Windows Event Viewer, in the Windows Application event log, look for an event that is similar to the following:
Level      = ErrorSource     = Application ErrorEvent ID   = 1000Description: Faulting application name: Testname.exe, …
Collect the-user mode crash dumps as described in Collecting User-Mode Dumps, and submit them as instructed to HLK support (more details on how to contact support will be available when the Windows 10 Hardware Lab Kit is released on 4/30).
[bookmark: _Toc414235517]Test was cancelled because it ran too long 
Windows HLK automatically cancels a test run if the test is still running after three times the expected runtime. Windows HLK Studio displays the estimated test run time for each test. 
You can identify tests that were cancelled because they ran too long by using the following criteria:
· Test does not have associated Task Logs.
· Test does not have a Task Error in Windows HCK Studio.
· In the WttEa.log file, under Infrastructure\Execution Log, look for the error: Run Test Failed Because the Task With TaskTimeout, as shown in the following example: 
1872 3868 2012:3:3 3:43:7:898 Error: 0x8201adb1, Error 0x8201adb1   CExecutionTask::Cleanup()::(null)::CAUSE:INFORMATION: Task "Run Test" Failed Because the Task With TaskTimeout Flag Was running after the Timeout period 10800000 MilliSeconds    File=d:\branches\fbl\tools\wtt\rel25\dtm\sdktools\wtt\jobs\runtime\wttexecutionagent\coreea\executiontask\src\executiontask.cpp Line=1686
To view the Wttea.log file by using Windows HLK Studio
1. In Windows HLK Studio, click the Results tab.
2. Right-click the failed test.
3. Click Infrastructure, click Execution Logs, and then click WttEa.log.
Verify that the basic functionality of the device still works.
[bookmark: _Toc414235518]Client system is unresponsive
Use the Job Monitor in Windows HLK Manager to view the Last Heartbeat column in the Machine window. If the last heartbeat has not registered for a long time, a communication problem probably exists between the Windows HLK Controller and the Windows HLK Client. If there is no heartbeat from the Windows HLK Client, it can take a long time for a test to be cancelled. To troubleshoot this problem, consider the following issues:
· Network problems.
· Client system is unresponsive. This state is indicated in the following ways:
· The mouse pointer moves, but it cannot perform any actions. 
· All video is frozen; the mouse pointer does not move; paging continues.
· The mouse, keyboard, and disk are all unresponsive.
If the test appears to be making progress but the progress is slow, review console logging to determine the cause.

Driver developers should investigate these issues by using a kernel debugger. If the test is nonresponsive, start the kernel debugger before Windows HLK cancels the test run. In the kernel debugger, look for any unresponsive threads in the test process.
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